100 REGISTRATION 



102 

Client 1 1 uses web browser to request 
registration page from web server 15 
using standard HTTP. 



106 

User enters at least the minimum 
required information and submits this 
information to the web server 15. 



104 

Web server 15 sends registration 
web-form to client 11, which displays 
the form to the user. 



108 



Web server 15 Processes information 
received from the client 1 1, then 
sends registration success or failure 
notification to client 11. 



140 SUBMIT USERNAME AND PASSWORD TO SERVER FOR AUTHENTICATION 



142 144 

Client 1 1 sends username and ^ Web server performs database lookup 

password to web server 1 5 via web- of submitted username and password, 

based form using HTTP. If match exists, If no match exists, 



YES 



147 

Web server uses database to 
determine client access privileges, 
then dynamically builds web page 
with allowed functionality, and sends 
page back to client. 




Web server returns web page to client 
indicating logon was unsuccessful. 



Ft 



150 CONVERT PRIVATE KEY INTO ENCRYPTED PRIVATE KEY 



152 

User enters keyphrase. 



156 

Hashed keyphrase is used as key for 
symmetric encrypt-decrypt algorithm. 
Hashed keyphrase and private key are 
input to symmetric encrypt algorithm. 




154 

Keyphrase is input into fixed-length 
hash algorithm. Hash of keyphrase is 
output from hash algorithm. 



158 

Output of symmetric encrypt 
algorithm is encrypted private key. 



160 CONVERT ENCRYPTED PRIVATE KEY INTO CLEARTEXT PRIVATE KEY 



162 

User enters keyphrase. 



166 

Hashed keyphrase is used as key for 
symmetric encrypt-decrypt algorithm. 
Hashed keyphrase and encrypted 
private key are input to symmetric 
decrypt algorithm. 




164 

Keyphrase is input into fixed-length 
hash algorithm. Hash of keyphrase is 
output from hash algorithm. 



168 

Output of symmetric decrypt 
algorithm is cleartext private key. 



170 Identify, Encrypt, and Upload File 



172 

Java applet 19 is displayed in web 
browser after user authentication. 
Applet has knowledge of user's 
public key 8, which was 
automatically downloaded to browser 
after authentication. 



176 

Applet's Public Key Crypto Engine 7 
uses public key 8 to produce 
Encrypted Document 32 from 
cleartext document 30. Java Hash 
Engine 3 calculates hash 34 of 
Encrypted Document 32. 




174 

Java Applet is used to identify file 30 
of interest. 



178 

Encrypted Document 32 and Hash 34 
are uploaded to the user data area on 
the Data Server 13. 
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SECURE KIOSK 
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PACKAGE 
DELIVERY 



CLIENT INSTANT MESSAGING AND 
DOCUMENT / FILE OPTIONS BETWEEN 
DISPENSER AND RECIPIENT VIA FAX, 
EMAIL, TELEPHONE, PAGER, WEB PAGE 
TRACKING / COMMUNICATION 
OR BACK TO SENDER OPTIONS 




RECIPIENT PICK-UP OPTIONS 



COURIER 
DELIVERY 
OPTIONS 



US MAIL 
OPTIONS 
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PERSONAL 
PICK-UP 
OPTIONS 



HOLD X DAYS 
THEN DELIVERY 
OPTIONS 



